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IoT Security Needs
• Device security

• Trusted and authentic software / firmware execution
• Secure and verified boot

• Network security
• Data integrity
• Authentication via unique device identity
• Data communication protection



Hardware Security Module
• Physical computing device for protecting and managing keys
• Key materials and cryptographic operations hard to tamper
• Allows importing, generating, deriving keys and cipher
• Encryption, decryption, sign and verify operations
• Used via platform-independent standards such as PKCS#11



PKCS#11 - Cryptoki
• High-level platform-independent API to cryptographic devices
• The 'standard' API for smartcards and HSM
• Supported by OpenSSL, GnuTLS, wolfSSL and many others
• Great tooling support, including complete software implementations
• Simple API and data managed in an object based approach
• Latest specification release is v2.40, with v3.0 to be released soon



PKCS#11 - Cryptoki
C_Initialize()

C_GetInfo()

C_GenerateKey()

C_Encrypt()

C_Decrypt()

C_Digest()

C_Sign()

C_Verify()

C_Finalize()



Why not simply use HSM on IoT?
• Cost

• Several IoT devices and applications are cost constrained
• TPM as alternative, but known to be complex to manage

• Proprietary implementation
• Unable to review the software implementation
• Bug fixes can only be provided by the module vendor

• ARM-based devices are the majority of the IoT space
• Possibility to use Trusted Execution Environment as a HSM
• Open source secure OS available - OP-TEE



ARM TrustZone / OP-TEE



OP-TEE
• Open Source Trusted Execution Environment maintained by Linaro
• Uses GlobalPlatform APIs for the Client and Core
• TEE Client API

• Used by Linux client to communicate to a Trusted Application
• Functions calls exposed via commandID, up to 4 parameters
• Shared memory

• TEE Internal Core API
• Trusted Storage API for Data and Keys
• Cryptographic, Time and Arithmetical Operations API

• TEE API satisfies the need of software-based HSM



OP-TEE Client API
TEEC_Result TEEC_InitializeContext(...)

void TEEC_FinalizeContext(...)

TEEC_Result TEEC_OpenSession (...)

void TEEC_CloseSession (...)

TEEC_Result TEEC_InvokeCommand(

        TEEC_Session* session,

        uint32_t commandID,

        TEEC_Operation* operation,

        uint32_t* returnOrigin)



OP-TEE Secure Key Services
• Open source implementation of PKCS#11 services as TA
• Started by Etienne Carriere <etienne.carriere@linaro.org>
• RFC available at https://github.com/OP-TEE/optee_os/pull/2732

• Libsks as PKCS#11 client library
• SKS TA implementing the HSM side of PKCS#11

• Responsible for managing and operating keys
• Uses TEE Internal Core API for secure storage

• Foundries.IO tree available at https://github.com/foundriesio/optee-sks

• Upstreaming in process

https://github.com/OP-TEE/optee_os/pull/2732
https://github.com/foundriesio/optee-sks


OP-TEE Secure Key Services API
• PKCS#11 function calls mapped to TEE commandID
• Function parameters mapped to TEE command parameters
• Shared memory for both data and serialization

C_InitToken() SKS_CMD_CK_INIT_TOKEN

C_EncryptInit() SKS_CMD_ENCRYPT_INIT

C_EncryptUpdate() SKS_CMD_ENCRYPT_UPDATE 

C_EncryptFinal() SKS_CMD_ENCRYPT_FINAL

C_CloseSession() SKS_CMD_CK_CLOSE_SESSION



OP-TEE Secure Key Services Usage

OP-TEE Client API (libteec)
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OP-TEE SKS Next Steps
• Improve testing coverage via optee_test
• Extend support for additional mechanisms 
• Upstream into OP-TEE (available as part of the main project)
• Add support to PKCS#11 v3.0
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